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Abstract: In order to effectively solve the problems of CA's cross certification and single point of failure in
traditional PKI system, a new identity authentication mechanism was proposed. Firstly, this mechanism built the
basic architecture based on blockchain, and built the trusted alliance by dynamically generating trusted nodes.
Secondly, the whole network unified unique identity was proposed and used a new data structure, named SRT, to
store. Finally, all nodes in the network could mutual authentication through the double layer consensus mechanism.
Experiments show that this mechanism can meet the query and management of massive user identity information,
and ensure the efficiency and security in the identity authentication process.
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BRI (A 425 R O(log(n)) -
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H Gossip PHsHEAT Hs 6 8E, RIEZXZ LR
HLH, DA ECSEES 1 004 AN il w4 A
[ SR ) AT AE TR B TP R B 0 A my oy s g
ny s WA 4 AT BT R 23 )ik B8 s —
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A A58 AE T R A RIS DU T
ARSI RUZ S RHL ] R 1 Gossip Sl 1] LA
P& e Y 0% 4 A B — B R .
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(2) Tk Sybil Bk

AW AT BRSBTS AL
A 2MME— S0P ID, TR E . &
MG DRI AT DA 0 1k Sybil Bt .

(3) A5 XIS
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